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BEC&RiEEER (Business E-mail Compromise)
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Cybercriminal Compromised Payments are Cybercriminal
compromises account is used to transferred to receives money
employee email send notifications to cybercriminal's

customers account
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3. HFRUEMERT

2r& #NWannaCry

RIS T BRI 2

Payment will be raised on

SR T 2B R RERTS.

Your files will be lost on

(817, BT EHMm, HEFLE] MEEA, BREHRABRE, TR -

Ooops, your files have been encrypted!

B —SEBEXFHENERET .

B, B, X8, B, F8, TEXME. exeXE, RPMEEEY
FEEMET, EETRETTH.

I—RXHFREEAELOER . SATEREEEREXFHFE, Rl
, BEEMGBERTE, ABREXBRT ETFRREEILEE.

FERARRELE RN GE?
ERATMEGFIE. DEERBRMGBERBT R, RUABRRE, 6|

m

B2 EM, BTREERANEE.
FEEARE <Decrypt> Hil, MATLABRE-EXE. FEBL, RRETE
EEBRESTE, FEINEEN.

REREEHTLEEERIR, RTRESS, ERFE, HENNBHMER
HIRTH .

BIFIRZAMTMER, AT =ZXBARTAE.
ER, —EEFIARMET, BEXERETT.

b .t % Send $600 worth of bitcoin to this address:
I in
Acwgoo,.,m 115p7UMMngoj1pMvkpHijcRdfJNXjéLrLn

Check Payment
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WannaCry
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The Current loT Security Problem

Network € services, encryption, firewall, input...

Application @ authN, authZ, input validation, etc.

€ insecure APIs, lack of encryption, etc.

€ AuthSessionAccess

loT @ Net + App + Mobile + Cloud = loT

B 5 % E : RSA Conference 2015
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A BRI 12,4497%8, b AR IN424%

Europe < < i
North America United Kingdom 27.5% * | & China 50.30 % -
- Russia 22.5% * { X India 22.44% -
» United States 92.46% Germany 13.9% * Japan 9.88% -
+ Canada 6.54% France 9.12% * Taiwan 8.35% -
*+ Mexico 5.40% Netherlands 4.6% * Pakistan 1.5% -

* Panama.2.15%
- Bahamas 0.16%

2

Oceania
South America o, Africa S i
« Brazil 37.4% South Africa 25.3% * New Zeala’:?!i gg: :
+ Argentina 33.1% Nigeria 24.1% i ij Aex'e
* Colombia 28.2% Tunisia 18.4% - one: M_° ynesia QIR
* Peru 12.2% Ghana 9.4% - icronesia 0.

Venezuela 0.6% Cote d'ivoire 5.7% «
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